DEPARTMENT OF DEFENSE ’ 1. CLEARANCE AND SAFEGUARDING

3. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET

(The requirements of the DoD Industrial Security Manuad apply b. LEVE§ EFC%{E?UARD'NG REQUIRED
to all security aspects of this effort.)
2. THIS SPECIFICATION IS FOR: (X and complete as appiicabie) 3. THIS SPECIFICATION IS: (X and complete as appiicable}
a. PRIME CONTRACT NUMBER DATE (YYMMDD)
a. ORIGINAL (Compiete date in all casest
b. SUBCONTRACT NUMSER b. REVISED (Supersedes |Revision No. DATE (YYMMDD)
all previous specs)
c. SOLICITATION OR OTHER NUMBER DUE DATE (Y YMMQO) DATE (YYMMDD)
- c. FINAL (Complete item 5 in all cases
4.1S THIS A FOLLOW-ON CONTRAGT? (] ves [J wo. if yes, compiete the following:
Classified material received or generated under {Preceding Coniract Numbery 1s transferred to this follow-on contract.
5.15 THIS A FINAL DD FORM 2547 [0 ves [ nO. if ves. comptete the following:
in response to the contractor's request dated , retention of the identified classified matenal is authorized for the period of

6. CONTRACTOR (/nclude Commercial and Governmens Entiry (CAGE) Code)

a. NAME. ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name. address, and Zip Code)

Defense Investigative Service
Capitol Region, Hoffman Building
2461 Eisenhower Avenue
Alexandria, VA 22231

7. SUBCONTRACTOR

a. NAME. ADDRESS, AND 2ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address. and Zip Code)

8. ACTUAL PERFORMANCE

a, LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name. Address. and Zip Code)

9. GENERAL IDENTIFICATION OF THiS PROCUREMENT

The Contra€totr will be expected to provide hardware and software support services to the
Government. The Contractor will be required to operate and maintain a classified lan and
maintain the hardware and software associated with that lan. The classified work
associated with this contract is not limited the work attendant to the classified lan.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO |11, IN-PERFORMING THiS CONTRACT. THE CONTRACTOR WILL: YES | NO
a. COMMUNICATIONS SECURITY {COMSEC) INFORMATION XX __| EONRACTORS T 2T OR A GO HAMENT ACTIVITY o her XX
[ b RESTAICTED-DATA. . . ) 5| n. RECEIVE CLASSIFIED DOCUMENTS ONLY KX

¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | & RECEIVE AND GENERATE CLASSIFIED MATERIAL KX

d. FORMERLY RESTRICTED DATA X | d. FABRICATE, MODIFY. OR STORE CLASSIFIED HARDWARE KX

e. INTELLIGENCE INFORMATION: X | e. PERFORM SERVICES ONLY XX
(1) Sensitive Compartmented information (SCI I HAVE ACCESS TO U S CLASSIFIED INFORMATION OUTSIOE THE USS.. KX |
12) Now-SCI X__ | ® BEANTHORIZED 10 USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION XX |

f. SPECIAL ACCESS INFORMATION XX | " REQUIRE A COMSEC ACCOUNT KX

9. NATO INFORMATION X | i HAVE TEMPEST REQUIREMENTS KX

h. FOREIGN GOVERNMENT INFORMATION XX | i. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS KX

i. LIMITED DISSEMINATION INFORMATION 5(X | x. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE KX

I. FOR OFFICIAL USE ONLY INFORMATION XX |1 OTHER (Speeyys KX

k. OTHER (Specyy) X
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12. PUBLIC RELEASE. Aaywn (classiied or unciassified) pertaining (o TIS CONtract snail not be released for oublic dissamination XCED as provided by the Industnal Secunty
Manual or uniess it has been aoproved for puoiic release Dy appropnate U.S. Government authonty. Proposed public raleases shali be submitted for approval pnoc 10 release

@ Direct D Through (Specify):

10 tre Directorate tor Freedom of information and Secunty Review, Office of the Assistant Secretary of Defense (Public Affairs)® for review.
 In the case of non-QoD User Agencies. requests tor disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The secunty classification guidance needed for this classitied effort is igenufied betow. if any difficulty 1s encountered in appiving this guidance of if any
other contributing factor indicates a need for changes in this guidance, the contractor i1s authonzed and eacouraged 10 provide recommended changes; to challenge the g_uodaflcn or_me
classihication assigned to any 'ntormation of matenal furnished or generated under this contract: and 1o suomit any guesuons for int. . pretation of this guidance 10 the offgc:al identified
below. Pending final decision, the information invoived shall be hanaled ana protected at the highest level of classification assigned or recommended. (Fill in as appropnate for the
classified effors. Anach. or forward under separate correspondence. any documentsiguides/exiracts referenced herem. Add addirional pages as needed 10 provide complete guidance.)

The Contractor will be required to operate and maintain a RED lan. The RED lan
handles classified information, In addition, the Contractor will be required to work
in an area where classified information is stored, used, and generated. The
Contractor will not be required to store any hardware, software, or hard copy
classified information. The Government requires that all classified information

be stored in the designated Government facility. The Government will supply all

desk space, communications services, desktop computer systems, and office supplies
not including batteries where the classified work is to be performed.

14. ADDITIONAL SECURITY REQUIREMENTS. Requrrements. in addition 10 ISM requirements. are established for this contract. {If Yes, idennfy l YES ‘X-Xl NO
the pertinent contractual clauses in the contract document itseif. or prowide an approprate siatement which ideniifies the additional requirements. Provide a copy of
— . the-requirements 1o the cognizant securiiv office. Use frem |3 if additional space needed.)

15. INSPECTIONS. Elements of this CONIract are outside the mspection responsibility of the cognizant securnty office. (If Yes, explain and identify | ‘ YES Pix_l NO
specyfic arcas or elements carved owt and the acuvity resposibie for inspecnons.  Use liemn {3 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are compiete and adequate for safeguarding the classified mior 10 be d or
generated under this classified effort. All questions shall be referred to the official named below. - -

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code)

d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

XXXX|? CONTRACTOR

XXXX|b: SUBCONTRACTOR

XXXX |c- COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e. SIGNATURE . 14, U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
. ADMINISTRATIVE CONTRACTING OFFICER

f. OTHERS AS NECESSARY
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